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Copyright Notice

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this publication may be reproduced,
transmitted, transcribed, stored in a retrieval system or translated into any language in any form by any means without the prior written consent of us.
Information in this manual is subject to change without notice and does not represent a commitment on the part of the vendor. We do not warrant that

this document is error free. If you find any errors in this document, please report to us in writing.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).

Trademarks

Microsoft, Windows XP, Windows Vista, Windows 2003/2008 Server, Windows 7 are registered trademarks of Microsoft Corporation.

All other product names are registered trademarks of their respective owners.

Disclaimer

K B Data Saver will not have or accept any liability, obligation or responsibility whatsoever for any loss, destruction or damage (including without limitation
consequential loss, destruction or damage) however arising from or in respect of any use or misuse of or reliance on this document. By reading and
following the instructions in this document, you agree to accept unconditionally the terms of this Disclaimer and as they may be revised and/or amended

from time to time by K B Data Saver without prior notice to you.
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1. OVERVIEW

K B Data Saver PRO, by Powered by Nine product, is a premier online data backup and recovery service for
business servers. It offers users a secure online backup, fast data recovery and peace of mind when it comes to
protecting their data from being lost.

The K B Data Saver PRO software runs automatically on your computer. As the software works, you will see an
“N” icon flash in your task bar, this will notify you that the software is in use. Your backups will run automatically
based on a schedule. On-demand backups can be run manually at any time by clicking on the “N” icon.

K B Data Saver PRO compresses and encrypts all of your critical data prior to transmission; this level of security
prevents unauthorized access to the data.

By utilizing innovative infrastructure, By Powered by Nine, K B Data Saver PRO provides unmatched data
security, reliability and performance.

1.1 Operating System and Application Support

e Microsoft Windows XP, Vista, Windows 7, Windows Server 2003, Windows Server 2008

e Microsoft SQL 2000 SP4, 2005, 2008

e Microsoft Exchange 2003,2007, 2010

e Microsoft’s mail clients - Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab) and
thunderbird mail client.

e Locked files

1.2 Features and Benefits
e Backup
0 Incremental forever backup
0 Open/Locked file backup
O Individual File/Folder backup
e Backup Scheduling
0 Daily
0 Weekly
O Monthly
0 When computer starts
e Logging
0 Backup events
O Restore events
0 Errors
e Restore
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1.4

1.5
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Cached restore

Individual File/Folder restore
File versions

Search/Find

Restore to alternate location
Overwrite options

O O 0O 0O 0o OO

Web restore from anywhere
General

0 Activity status

0 Stop activity

0 Resume activity

0 Storage quota display
O Help

Security
Encrypted communication between K B Data Saver PRO clients and the Powered by Nine Data
Center
Data is encrypted with AES 128
Guaranteed data integrity
Built with Powered by Nine backend replication and redundancy and is able to survive multiple
nodes failures
Encryption onsite, “in flight”, and “at rest” at data centers

Encryption
User defined encryption key
Users must write down and store the encryption key in a safe place
K B Data Saver cannot view user defined encryption keys

System Requirements

e Windows XP e Memory: 128MB
e Windows Vista e Disk Space: 100MB
e Windows 7 e Network Protocol: TCP/IP

e \Windows Server 2003,2008
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2. INSTALLING K B DATA SAVER PRO

2.1 Installing K B Data Saver PRO for Windows XP, Vista, and Windows 7, Windows
Server 2003, Windows Server 2008

1. Browse to the location where you saved the K B Data Saver PRO client software, then
double-click the file (VISTA and WINDOWS 7 users should right click and “run as

administrator”).

The K B Data Saver PRO Installation Wizard will start:
i Pro Setup M=l B3

Welcome to the Pro setup wizard.

This wizard will guide you through the installation of Pro,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer,

Click Mext to continue,

< Back I MNext = I Cancel

2. Click Next to continue with the Setup Wizard.
3. Read the license agreement and if you agree with it, then select “I Agree”; otherwise, cancel
the installation.
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@ Pro Setup M= E

License Agreement \
Please review the license terms before installing Pro. ‘ J /

Press Page Down to see the rest of the agreement.

MPORTANT: READ THIS AGEEEMENT CAEEFULLY BEFORE ﬂ
CLICKING ON THE “I Agree” BUTTON BELOW.

Thi=s is a legal agreement (the “Agreement”) between
yvon, elther an individmal or a single legal entity
("Yon" or “yon"), and Nine Technology (“Hine

Technology ") . This Agreement governs your nse of the
Nine Technology software (the “Software”) distributed
with thiszs Agreement,inclunding any updates that may be LI

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Pro.

Ero - Powered by [Mine

< Back I I Agree I Cancel

4. Please choose the installation location. By default, it will choose your "Program Files"
system variable. If you don’t have room there, you can browse to a new location where you

would like the software to be installed.

i Pro Setup [ =]

Choose Install Location :
Choose the folder in which to install Pro. ‘ J J

Setup will install Pro in the following folder. To install in a different folder, dick Browse and
select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\Pro) Browse... |

Space required: 123.7MB
Space available: 5.6GE

Brao - Powered by Mine

< Back I Install I Cancel
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5. Click the “Finish” button to complete the installation. Unless you cleared the check box that
says “Launch K B Data Saver PRO” K B Data Saver PRO will launch automatically to bring you
to the final steps of the setup process which includes entering your computer client name,
password, and setting up your private encryption key.

i Pro Setup =] B

Finished the Pro setup wizard.

Pro has been installed on your computer,

Click Finish to dose this wizard.

V¥ Launch Pro

< Back I Finish I Cancel

2.2 Starting K B Data Saver PRO
1. Click Start > All Programs > K B Data Saver PRO > K B Data Saver PRO

2.3 Registration Process:

1. When K B Data Saver PRO is launched for the first time after installation, it will display
the initial K B Data Saver PRO Sign In screen shown below:

2. If you already have an account and you have created your computer client name &
password click on Sign In to enter credentials.

3. If thisis a first time installation, you must click on “New Client” and you will be directed
to a secure signup portal to register for an account and setup computer client name and
password.
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sgnrn

pawered by NINE PRO Sign In

m If you already have a Client Name and Password

New Clients You will be redirected to web portal to sign up for a free trial

or to purchase and get a Client Name and Password

Forgot your client name and/or password

2.4 Encryption Key

You now must create your Private Encryption Key that K B Data Saver PRO will use to encrypt and
secure your data. It can be anything you want. You could even make the Encryption key the same
as your Password.

Caution: please write down and store this Encryption Key in a secure place. If you
lose or forget your Encryption Key, you WILL NOT be able to access your data. K B Data
Saver and Nine Technoloqy do not have any way to recover the Encryption Key.
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3. LAUNCHING K B DATA SAVER PRO

3.1 Starting K B Data Saver PRO
Click Start > All Programs > K B Data Saver PRO > K B Data Saver PRO

3.2 System Tray lcon<&

K B Data Saver PRO can also be started by clicking on the System Tray icon found on the right
corner of the Windows toolbar.

Right-clicking on the K B Data Saver PRO System Tray Icon“<’ will bring up the following
menu of options that can be run including the following:

v Run when windows start up
Open Client
Current Activities
Restore Now
Moedify Schedule
View logs
Exit
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4. INTRODUCING THE K B DATA SAVER PRO GUI

4.1 K B Data Saver PRO Main Screen

Once opened, K B Data Saver PRO displays the following main screen:

) NINE Tech [_ (O] x|

— [,
DATA PROTECTED: 21.8GB @

QUOTA: unlimited
Help Portal

mwa‘edbynl"e
What would you like to back up?
=R m B My Computer =
|:|L__,,_,1J Removable(d:)
Backup Now £ O, Local Disk(C:)
@[ |, SRecycle.Bin
a-00 | Mex
f--[] |, backup moved
i || Backup testing
REStorE Now +-B |, ExchangeSetuplLogs

[

[

[

[

=-E | inetpub
w0 | MsDCache
w0 | Perflogs
-0 |, Program Files
=--E | Program Files (x86)

=B || ProgramData

w00 | Recovery

[]---D , System Volume Information
w0 || temp_restore

@0 1 Users

m-0 | Windows

----- O Documents and Settings

|28 : I ° e - ) €o/DvD Drive(D:)

@m0 ¢ Storage(E:)

-
m M InikialiEsy J

SCHEDULE LOGS STATUS 5TOP uTILITY

The K B Data Saver PRO GUI is comprised of just a few simple buttons allowing easy backup and
restore procedures, as well as a graphic display of the amount of data you have used and the
total quota of disk space available based on your account settings.
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If you make any changes to the backup job definition, you will have a chance to save them
when you either start a backup, or you will be prompted to save them at exit from the K B Data
Saver PRO user interface.

2 MESSAGE X

You made changes to your backup job
definition. Do you want to save them?

4.2 Activity Status

S

STATUS

The Activity Status icon button can be selected during a backup or restore operation to
display the following detailed statistics and progress bar:

Activity status E I
Activity Status Backup Start Time 2010-05-17 14:08:38
Total Data Selected 1GE Estimated Time Remaining Ooe0:00
Total Files selected 16 Data Transferred 647ME
Current Speed 13.47 MBf= Current Progress 44, 29%
T
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4.3 Backup Now and Restore Now buttons

Backup Now

Restore Now

The Backup Now and Restore Now buttons offer a one-click method to easily backup and
recovery of your data.

4.4 Storage Quota

K B Data Saver PRO automatically detects how much data has been backed up and stored
on Powered by Nine Servers, It also display show much space is left available to you. The
amount of data stored on Powered by Nine Servers is displayed in "DATA PROTECTED"
bar, and how much total space you are entitled to, based on your account with K B Data
Saver, is displayed in the “QUOTA” as shown below.

DATA PROTECTED:|  0.9GB |
QUOTA (10.0GB): [ 8.90% full |

4.5 Activity Logs

|l

Anytime there is an event logged by K B Data Saver PRO during a backup or restore
operation, it is written to the activity log. You can view the activity log by clicking on the
“Log” icon on the main screen. Date, Time, and Detailed messaging of each event is
displayed in the backup log. When you open the Activity Log the previous 24 hours of
activities is automatically displayed. You can also customize the date range by changing
the From and To Dates and Times.
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Activity Logs E

Erom I_ 16-10 j | 2172105 P jl Ta |DS-1?-'1D j | 213204 P ;1

Activity | Start Time | End Time I Data Protec... I Files Protected I Description

Backup 20M0-06-17 14:02:48  2010-056-17 14:05:17  47ME 16 Backup completed

Eackup 2010-08-17 14:08:38  2010-06-17 14:09:49  1ME 16 Backup completed

| |

4.6 Change Schedule

-
28

SCHEDULE

If you would like to change the backup frequency, you can select the “Schedule” icon to
bring up the Backup Scheduling screen (see section 5.3 Backup Schedule for more
details).

Type IDain ~| Day of montn |1 vl Time | 1:18:41 Pt j‘

Diays of week

[T Monday [T Tuesday [T Wednesday [T Thursday

[T Friday [T saturday [T Sunday

[¥ Enable [~ Stop trying to backup afte | vl hawrs
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4.7 Utility
“*'“;:.:_
UTILITY
The utility section is where the user will find the options for mapping network drives,
performing initial seed loads, and deleting information.
4.8 Help
If you need some help, select this icon on the main window of K B Data Saver PRO and
you will be redirected to the K B Data Saver website for technical assistance.
4.9 Portal

Launches your internet browser and links directly to the K B Data Saver portal where
you can login using your client name and password and you can get account
information, change status, add more clients, perform web restore etc.
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5. BACKING UP

K B Data Saver PRO makes backing up your data simple. You can back up files and directories on your
computer by browsing and selecting each file or directory to be backed up.

5.1 File System Explorer

What would you like to back up?

=0 ;% My Computer
5 O c0/DVD DriveiD:)
IJB‘D (o Removable(h:)
w1 O &L, Local Disk(C:)
é!---l:l e Writers
'L-ﬂ <L %@ Tazk Scheduler Writer
F-| |48 VSS Metadata Store Writer

- | v Performance Counters Writer
B | sglserverwriter
L-ﬂ - e Syztem Writer

-1 | eel ASR W riter

-1 i 115 Metabase Writer

F+] - | i FRS Writer

L+J - e COM+ REGDE Writer

L+: B [, Microsoft Exchange Writer

Erl- te Pegistry Writer

F+] - e |15 Config Writer

L VM Writer

L+: |t Shadow Copy Optimization Writer

-l e NTDS

Browse your computer to select (by clicking on the checkboxes) individual or groups of
files and folders to backup. The green highlighted square indicates that some files have
already been selected for backup within this directory. You can click the —and + buttons
to see the subdirectories and files within the folder on the right.

5.2 Backup Schedule

-

28
SCHEDULE

The Backup schedule is used to perform backup at predetermined times. These schedules
can be setup to comply with organizations data backup policies
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The default choice is a “One Time” backup. You can choose from the following scheduling
options:

e Daily — Choose a time each day to perform backup

e Weekly — Choose a day and time each week to perform backup

e Monthly — Choose a date and time each month to perform backup

e When Computer Starts — Backup when Windows starts up (reboot, power on)

Schedule
Type IDaﬂy LI Daw of month |1 _vj Time | 101541 P =
i
—Liays of week
[T Manday [T Tuesday [T wWednesday [T Thursday
[T Friday [T saturday [T sunday

¥ Enable [T Stop trying to backup afte I - l hiours
o

5.3 Full Backup

The first time you backup your data using K B Data Saver PRO, a full backup of all selected
data will be performed. This will take more time to complete as all selected data will be
transferred to the Powered by Nine datacenter. Full backup will only be performed once.
Times for a full backup will vary, depending on your internet connection; typically transfer
times we see on most common DSL and cable connections are 10-12GB per 24 hours.

5.4 Incremental Backup
After your data has been initially backed up, only new or changed data will be transmitted
and stored to the Powered by Nine Data Center, saving both time and your available online
storage.

5.5 Open/Locked Files
K B Data Saver PRO allows you to select and back up files that are open or locked (in use by
Windows OS or an application like SQL or Exchange.)

5.6 Retention Policy

K B Data Saver PRO will allow you to have unlimited versioning so all versions of your data
that have been backed up will be available for restore as long as your account is active and
in good standing.
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6. PERFORM A FILE/DIRECTORY BACKUP

File and directory backups can be performed by using a predetermined schedule
1) Select the File/Directories you wish to back up by checking off the boxes next to the

file/directory:

What would you like to back up?

=01 /M My Computer
-0 3 CD/DVD DrivelD:)
[ 25 Removable(4:)
[ &L, Local DiskiC:)
O v weriters
: i2 Taszk Scheduler Writer
ie WIS Metadata Store Writer
t= Performance Counters Writer
-HE sqlserveririter
2 System Writer
i AR Writer
s |5 Metabase Writer
FRS Writer
i@ COM+ REGDE Wy riter
-HE r_.;_< Microsoft Exchange Writer
s Registry Writer
i | |5 Config Writer
= WM W ETer
ig Shadow Copy Optimization Writer
e NTDS

o

2) Edit the Backup Schedule clicking the Schedule button:
schedule

Type IDain | Dayof month |1 vl Time |1:18:41 P ;I_I

—Clays of wesk
[T Manday [T Tuezday [T wWednesday [T Thursday
[T Friday [T Saturday [T sunday
[+ Enable [~ Stop trying to backup afte | vl hiours

Page 19 of 47



powered by nine

K B Data Saver PRO User Guide

3) You can now close the client. As long as the computer is turned on with an internet
connection the backup will begin as scheduled:
4) To perform an on-the-fly backup click Backup Now:

Backup Now

Restore Now
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7. BACKING UP MICROSOFT SQL
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What would you like to back up?

- ve wiriters

o

e NTDS

=01 /M My Computer
-0 3 CD/DVD DrivelD:)
[ 25 Removable(4:)
[ &L, Local DiskiC:)

i2 Taszk Scheduler Writer
ie WIS Metadata Store Writer
t= Performance Counters Writer
-HE sqlserveririter
2 System Writer
i AR Writer
s |5 Metabase Writer
FRS Writer
i@ COM+ REGDE Wy riter
-HE r_.;_< Microsoft Exchange Writer
s Registry Writer
i | |5 Config Writer
= WM W ETer
ig Shadow Copy Optimization Writer

1) Checking off the SQLServer Writer option will backup any instances of SQL databases
on the local machine. By using VSS writers K B Data Saver PRO is able to back up
without stopping the database.

2) If necessary, make any changes to the schedule by clicking the Edit Schedule button.

3) To perform an on-the-fly backup click Backup Now:

Backup Now

Restore Now
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8. BACKING UP MICROSOFT EXCHANGE

What would you like to back up?

=0 % My Computer

- 2 ©D/DVD Drive(D:)
-0 ,.:J"-J* Remaowvable (f: )
-0 &L Local Diskic:)
-] s wiriters

Taszk icheduler Writer

Wis Metadata Store Writer
Performance Counters Writer
sglserveririter

System Writer

AR W riter

|15 Metabase Writer

FRE Writer

COM+ REGDE W riter

- Microsoft Exchange Writer

Regiztry Writer

115 Config Writer

Wbl Wiriter

Shadow Copy Optimization Writer
MTDS

1)

Checking off the Microsoft Exchange Writer will backup Microsoft Exchange
instances on the server. By using the VSS writers we are able to backup the

exchange database without stopping Exchange.

2)
3)

If necessary, make any changes to the schedule by clicking the Edit Schedule button.
To perform an on-the-fly backup click Backup Now:

Backup Now

Restore Now
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9. RESTORING

Files and directories that have been backed up using K B Data Saver PRO can be restored easily
using the “Restore Now” button on the main screen.

9.1 Selecting Files and Directories for Restore

After clicking the “Restore Now” button, browse and choose which files or directories you
wish to restore by using the navigation window as shown here:

Restore Wizard

What do you want to restore?

i |:| 4 My Computer File name |
E] [ e C2

m-Cl e Writers [C From Iee.-z4-113 j |11:43:39.w. ﬂ
To |G6-24-10 j i11:43:39,w il

& Original location

{" Restore to another location

[~ Eliminate common path

* Mways overwrite
 Overwrite only older
™ Never overwrite

" Restore only if different

9.2 File Name

On the Restore screen, you will see in the top right hand side of the restore box, a field
named “File name”. This feature allows you to search for a filename you have backed up
in the past. K B Data Saver PRO will return all versions of the matched filename.

9.3 From/To Date fields

From/To fields are used to locate a file from a specific time period. By clicking on the
arrow down a calendar appears allowing for specific days to be selected.
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9.4 Show Deleted Files

Checking off “Show Deleted Files” allows for selecting files that were reported “deleted”
by the operating system during the selected time frame.

9.5 Restore Locations

You can select a restore target location where you want your files to be restored to.
Choose “Original Location” to send the restored files to the location where they were last
backed up, or choose “Restore to another location” by browsing to or typing the path to a
new location for these files to be restored to.

9.6 Eliminate Common Path

By enabling this check box (you can use it only when restoring to another location) when
you restore one or few files their parent directory structure is not going to be restored.
For example if you backed up a file called test.txt from the directory
C:\Directoryl\Test_directory2\ and you wanted to restore that file to C:\Restored_Data if
you do not use this check box the end result will be
C:\Restored_Data\C\Directory1\Test_directory2\test.txt

If you checked this box the end result will be C:\Restored_Data\test.txt

Restore Wizard

What do you want to restore?

i |:| 4 My Computer File name |
E] <[ sem C:
@[] & Writers [C From IG&-24-11} j |11:43:39 AM ﬂ

To |G6-24-10 ji11:43:39m il

™ Original location

¥ pestore to another location

[¥ Himinate common path

* Mways overwrite
 Overwrite only older
™ Never overwrite

" Restore only if different
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9.7 Overwrite Options

If your restored files are sent to a location where the same file name already exists, then
you have the following choices to handle this situation:

e Always overwrite —replace the existing file with the restored version

e Overwrite only older — replace the existing file only if it is an older version than
the restored file

e Never overwrite — never replace the file already on your system with a restored
version

e Restore only if different — only replace the file if it differs in time, date, or size
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10. PERFORMING A FILE/DIRECTORY RESTORE

1) Click “Restore Now” on the main K B Data Saver PRO GUI:

Backup Now

Restore Now

2) Use the File selection filters to locate the file/directory you wish to restore, or use the explorer
tree to browse to the file/directory:

Restore Wizard -y il

E||:I 4 My Computer File namel
E]D e O
w0 & writers [~ From Iec.-z4-10 j |11:43:39AM il

To ||]6-24-10 j|11:43:39m il

™ Original location

¥ pestore to another location

[¥ Himinate common path

* Mways overwrite
 Overwrite only older
™ Never overwrite

" Restore only if different

3) Determine where you wish to restore the file to and then click the appropriate radio button.
The default is “Original location”

a. Original Location will restore the file to original location in the file structure
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b. Restore to another location will allow you to restore your file(s) to anywhere on your

" 4

hard drive. By clicking the “...” you will be able to browse your hard drive and select a
location to restore to. Keep in mind that the “...” button is not enabled unless you have

selected the radio button “Restore to another location”
CETEEEEE——— =

Please select the path - ﬂl

= O [ [/ vy Computer

w1 | 3 i Rescrvabielk)

i | = E Liozal DeabojC:}

4 L SRecyce.Sam
Exchangebetuplogs
tnet pubs
Tomg_Reilohe

L PerfLogs

& ). Program Faes

& L Program Fles (x84
ProgramDals

# L ReCovery

5 ). System Yolume information u

M 4 Users

| Windows.
|| Deotxments and Settings
¥ M Wrilers

L pm

4) Determine the Overwrite option that you need.

5) Click Restore.

6) A message window will appear showing Activity Started. You can see the progress in the
Activity Status window.
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11. RESTORE MICROSOFT SQL DATABASE

11.1 Restore database to original location:

Please keep in mind that overwriting existing data might be very dangerous. Be very careful when

restoring and a
1)
2)
3)
4)
5)
6)

Iways double check your selection.
Stop the database in SQL Server Management Studio.

Click Restore now in the K B Data Saver PRO GUI.

Select the SQL Server Writer from the Explorer tree.

Leave “Original Location” and “Always overwrite files” selected.

Click “Restore” to begin the transfer.

After the file has finished transferring start the database in SQL Management Studio.

11.2 Restoring database to alternate location:

1) Click Restore now in the K B Data Saver PRO GUI:

A ™ s FRN

SCHEDULE LOGS  STATUS STOP uTiLImy r [ i Davfarmansa Caonbars Weitze ﬂ

— P
DATA PROTECTED: 21.8GB @ Q

QUOTA: unlimited
Help Portal

Jxlweredbynlne
What would you like to back up?

---D =3 Removable(A:)
Backup Now 1 1, Local Disk(C:)

_ -0 & CO/DVD Drive(®:)

-0 Storage(E:)

-0 =y Initial(F)

...I:| S Network drives

EID iz Writers

-] v& COM+ REGDB Writer

Restore Now

i--[] e NTDS

b i@ Registry Writer
7] i WM Writer

i i@ 115 Metabase Writer
7[5 Microsoft Exchange Writer
/-] 9@ 1S Config Writer
H--[] is FRS Writer

b1 W@ ASR Writer

=M SqlserverWriter
...E master

' model

£
[
£
[
£
[
£
[

-] i System Writer
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2) Select the SQL Server Writer from the Explorer tree:

Restore Wizard L Xl

What do you want to restore?

-0 & My Computer

File name I
e C:
2-O e Writers [" From Iaa-24-1a j |11:53:65N'|'. il
E salServerwriter
.0 [5 Microsoft Exchange Writer To Ioe.-::4-1a j |11:53:05m. il

" Original location

¥ Restore to another location

[T Himinate commen path

(% Aways overwrite
{ Overwrite only alder
™ MNever overwrite

= Restore only if different

Restore Cancel

3) Click the “Restore to Another Location” radio button.

4) Type the path of the alternate location or click “...” to browse to the directory you
want to restore the database to then click OK.
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=00 |/ My Computer
+1 Edllﬁ-'wki
| = EL Less Daakicy) _3
# M Shecyce S :
il 4 ExchargeSetuplogs E
@ A inetpub
| Temp_Restore I
L PerfLogs
L. Program Faes R T:
4 Program Pies (B
|, Prograsmbats
A Rmcovery
). Syrtem Voiume Information _'
4 Users
L Windows.
|| Destuments and Settings
# . Writers

EREAEEE®R

|

5) Click “Restore” to begin the transfer.

6) Open the SQL Server Management Studio.

7) Right click on the database that you are replacing then click detach to stop the
database:

0L Server Management Studia - E[eIET

Fle Edt Wew Debug Took Window Commirity Felp

nlNemguery | |2 |G H S |5
Comedt- S H m T E] S

= |} RIFLEY\SQUEXPRESS [SQL Server 5.0.4035 - EM
E 3 Databases
B [ Svstem Datsbases

" Al T = Datach...
B
=G Polices v Take Offine
B Facets Ering O
3 Server Start PowerShel Sheink J
®0a ek einaaires
®0a Reparts . Buack Up...
Reename Restore K
Delete Generate Saipts...
Fateth T Extract Data-ver ADphcation. ..
Properies Register as Dt -Ser Apphcation
a | Export Dita..
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8) Check off Drop then click OK:

=tach Database

Server
RIPLEY'\SQLEXPRESS
Connection:
DEMOAdministrator

4y \Miew connpclion propedies

[ Progress S
Ready

9) Right click on “Databases”; then select “attach”:

: f..__-_. Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help

Comect~ %3 %3 w T 2] &
=1 |48 RIPLEY\SQLEXPRESS (SQL Server 9.0,4035 - DEM
=23
& Mew Database...
3 seq Attach...
[ Sery
3 Repl Restore Database...
3 Man Restore Files and Filegroups. ..
Start PowerShell
Reports
Refresh
d | 2l

10) CIi.ck “Add” in the Attach Database window:
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Baecibambeses R
27 General
Databases to attach:
| MDF File Location | Database ... | AtachAs [ Owner | Status | Message |
Add.. | Femove |
Datat details:
Original File Name | File Type | Cument File Path | Message |

Server:
RIPLEY'\SQLEXPRESS

Connection:
DEMON\Administrator

3} View connection properties

Ready

Remove |

11) Browse to the alternate location you restored to. Double click on the database name:

Object Explorer

Connect~ 7 3,
= |4 RIPLEY\SQL
[l [ Databa:
3 sys
[ Security
[ Servert
|1 Replical
[l Manage

oK | cancel |

A

Locate Database Files - RIPLEY\SQLEXPRESS

=T

Select the file:
B@c
-3 $Recycle.Bin
- Documents and Settings
{j ExchangeSetuplogs
-fj inetpub
{4 Perflogs
{3 Program Files
{3 Program Files x86)
{1 ProgramData
{1 Recovery
{3 System Volume Information
Efj Temp_Restors
Biac
=-[ Program Files $86)
-3 Microsoft SQL Server

| Status Message

Femoyve |

&3 MssaL1
EHd MSsaL LT
. R
Connection [] master mdf
5 [ model.mdf
erver: A §
RIPLET\SQLEXPRESS . 1 msdbdatame
-3 Users
Connection -3 Windows
DEMOM\Administrator
3 View connection prop
Frogress  [ibbakelis |C:\Temp_Restore’c\Program Files (<86]\Micros: =
STV E
K Ready Files of type: [Database Fies md) = [
Ready File name: IdemoZ mdf

i
V.
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12) After adding the restored database to SQL management studio click OK to finish
attaching the database and restart SQL:

=0l
A General
Databases to attach:
[ MDF File Location D . | AtachAs | Owner | Stetus | Message |
T C\Temp_Restore\c... .| demo2 demo2 DENO...

"demo2” datat \etails:
Original File Name Fle Type | Cumert File Path Message |

Comneeh demo2 mdf Data C:ATemp_Restorec'\Pro... ]
demo?2_log Idf Log CATemp_Restore’\c\Pro... ..

Server: -

RIPLEY\SQLEXPRESS

Connection:

DEMO"Administrator

37 View connection properties

|
Ready

ok | cancel |

v
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12. RESTORE MICROSOFT EXCHANGE

12.1 Restoring Microsoft Exchange Database to Same Machine
1) Click Restore Now in the K B Data Saver PRO GUI

) NINE Tech M=l E3

- P

DATA PROTECTED: 21.8GE @ @
QUOTA: J

Help Portal

powered by nine

What would you like to back up?

-0 2 Removable(A:)
Backup NOW D.‘Eu Local Disk{C:)
m-0 ) €O/DVD Drive(D:)
[0 Storage(E:)
+ D\_-u Initial(Fz)
-] 5 Network drives
Restore Now -0 w Writers
-] #& COM= REGDB Writer
7] v NTDS
7] is Registry Writer
7] i WMl Writer
7] i@ 115 Metabase Writer
=-H H Microsoft Exchange Writer
E >-< 417a0afb-fha%-dadd-b7f6-17a%f4d61dfe
E H ebie2ceb-81e0-4bch-add3-f2cbbb298413
'"Eix Logs
/-] 9@ 1S Config Writer
b--[] i@ FRS Writer
b1 W@ ASR Writer
H-[] SqlserverWriter

b1 ve System Writer
0 [ im Darfarmanca Coonbars Weitar ;I

[
£
[
£

SCHEDULE LOGS STATUS STOP UTILITY

B

®
i
Z
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2) Check off the Microsoft Exchange writer
Restore Wizard il i x|

What do you want to restore?

ECEL oo Fe rane
--|:| @ C:
=-00 e writers [~ From og-25-10 »| | 5082z =
.0 11 SqServerWriter — —
... A5, Microsoft Exchange Writer To  los-25-10 v| | 50822 =

¥ Driginal location

{" Restore to another location

[© Eliminate common path

+ Mways overwrite
= Overwrite onty older
{7 Mever overwrite

{~ Restore only if different

Restore Cancel

3) Select the Restore to another location radio dial. It is not possible to restore the data
files into the original directories while the exchange server is running.
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4) Click the “...” and expand the explorer tree to a temporary directory to restore to.
Click Ok to restore to the selected directory. Make sure there is enough free space on
the drive.

Iestore Wizard = ]

Please select the path

=00 |/ vy Computer
|| 8 Remavatieia)
a1 | = B ecavanicy) _g
M - mh‘mﬂ
& A Exchargetetuplogs ?
m A metpub

L. Tenp fastpre u
L PerfLogs

. Program Fies (et
L Program Ples (oBa)
L ProgramDats

# L ReCovery

# ). System Volume Information _'

™ i Users

W Wihdow

| Destxments and Settings

W Writers

—

BEEER
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5) Click Restore to begin the process. A message box will appear that shows the Restore
Activity has started. When the restore is complete a message box will appear
confirming that the restore has completed.

£ NINE Tech =1 B3
DATA PROTECTED: é
worA: _unimited |
el Help  Pportal

What would you like to back up?

B8 My Computer
...[] = Removable(A:)
@0 &, Local DiskiC:)
-0 L) CD/DYD Drive(D:)
E{P-D {— Storage(E:)
-, Initial(F:)
- 5 Network drives

| Restore Now T Wrkters

R @[] ¥& COM= REGDB Writer

: 1-Clve NTDS
. 87.61% Completed

Backup Now

3

@[] t& Registry Writer

-0 e WM Writer

E-Clve 115 Metabase Writer

-[[ 5, Microsoft Exchange Writer
B[] & 115 Config Writer

B[ e FRS Writer

-] e ASR Writer

@[ SqServerWriter

&[] ve System Writer

E-[]1e Performance Counters Writer
@[] & V55 Metadata Store Writer
-] e Task Scheduier Writer
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6) Stop the Microsoft Exchange Information Store service in computer manager

E,, Server Manager

File  Action View Help

&3 |xnE = |H

| » mm w

% Server Manager {RIPLEY)
5) Roles
Eﬁ Features
= Diagnostics
= Eﬁ’é Configuration
Task Scheduler
@

Services
& WMI Control
=5 storage

KT

Windows Firewall with Advz

il

Services

Microsoft Exchange Information
Store

Stop the service
Restart the service

Description:

Manages the Microsoft Exchange
Information Store. This indudes mailbox
stores and public folder stores. If this
service is stopped, mailbox stores and
public folder stores on this computer are
unavailable, If this service is disabled,
any services that explicitly depend on it
will fail to start.

Name =~ | Description | status | Starta |
Kerberos Key Distribution Center On domain ... Started Autor
“KtmRm for Distributed Transaction Co... Coordinate... Manu
S Link-Layer Topology Discovery Mapper  Createsa ... Manu
Microsoft .NET Framework NGEN v2.0... Mioosoft.... Manu
Microsoft \MET Framework NGEN v2.0... Migosoft.... Manu
" Microsoft Exchange Active Directory T... Provides A... Started Autor
% Microsoft Exchange Anti-spam Update  The Micros...  Started Autor
; Microsoft Exchange EdgeSync The Micros...  Started Autor
Microsoft Exchange File Distribution MicrosoftE... Started Autor
Provides In... Manu

Microsoft Exchange IMAP4

Start

. Microsoft Exchang

£ Microsoft Exchang s

% Microsoft Exchang Pz

% Microsoft Exchanc Fetlus
Microsoft Exchanc st
Microsoft Exchang Al Tasks >

‘iMicosoftFibrech — _—
MicrosoftiSCST Iri__ Rt

L Micosoft Softwar Properties

L5 Multimedia Class 5

K i

Extended A Standard /

Provides a ...
Forwards d...
The Micros. ..
Provides re...
Registers t...
Manages I...
Manages 5.,
Enables rel...

Manages t...
Allows appl. ..
Provides P...

Started
Started
Started
Started

Started
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7) Remove the files in the \Exchsvr\mdbdata directory. When the original directory is
empty copy the files from the restored directory to their original location.

(S i
— =
e\ :lv | . = Microsoft ~ Exchange Server ~ Mailbox = First Storage Group v 23 | search First Storage Group (0]
Organize = Indudeinlibrary ~  Sharewith =  New folder E - 0 @
/ Perflogs 2l Name - |Date modified Type | Size
= | Program Files e o
& i [Your Brand] Pro %] EOO. 6/23/2010 7:29 AM Recovered File Frag...
m il Common Fles | E00 6/23/2010 1:51PM  TextDocument 1,0,
Internet Explorer || E0res00001.rs 6/18/2010 5:45AM RS File 1,0,
2 et il
El@. Exchange Server —— -
Bin ‘G\‘ J= |/ - Microsoft - Exchange Server - Maibox - First Storage Group + (&3 [ Search First Storage Group (o]
ClientAccess - =
) Organize v Incudeinlbrary Sharewith v  New folder = = [ @
Logging
B i Maibox TransportRioles 1 e — | pate modified | rvee | sice
[ dd UnifiedMessaging
2 Jelaoy W 1) E00.chic 6/25/20105:134M  Recovered File Frag...
P Microsaf: SQL Server A E00tmp 6/25/20105:13AM  TextDocument 10
| schema Microsoft.NET /| E0000000196 6/25/20105:13AM  Text Document 10
Public | MsBuild b E0000000197 6/25/20105:13AM  TextDocument 10
Scripts Reference Assemics £ EDoogooo198 6/25/2010 5:13AM  Text Document 1,0
Senp VMW:’E | A 0000000199 6/25/2010 5:13AM  Text Document 10
b tRol Windows Mai
By e ] Mailbox Database.edb 6/25/20105:13AM  EDBFile 41
UnifiedMessaging 1 Windows NT
Working Program Files {(x86)
Microsoft SQL Server B}/ Temp_Restore
Microsoft.NET c
MsBuild B L Temp_Exchange
11 ftems Bl <
[ L Program Files
= Microsoft
£ i Exchange Server
= ilbox
B ! Program Files (x86)
= Microsoft SQL Server
£ ) mssqL1
= ) MssqL =la] | |
j 7 ftems

8) Example of original data location C:\Program File\Exchsvr\MDBDATA and the
temporary restore directory E:\restore\eric\Program Files\Exchsvr\mdbdata
9) Restart the Microsoft Information Store service

E__ Server Manager [l

File  Action View Help

a0 rmEo-|HEl>nnp
= Rales

Service Control

= Windows is attempting to start the following service on RIFLEY ..

Name = | Description | status 4 |
{; Microsoft .MET Framework NGEM v2.0.50727_X64 Microsoft ...

" Microsoft JNET Framework NGEM v2.0,50727_%86 Microsoft ...
‘.. Microsoft Exchange Active Directory Topology Ser... Provides A... Starte

Microsoft Exchange Information Store

{.. Microsoft Exchange Anti-spam Update The Micros...  Starte
‘. Microsoft Exchange EdgeSync The Micros..,  Starte
Microsoft Exchange File Distribution MicrosoftE... Starte
£ Microsoft Exchange IMAP4 Provides In...
service is stopped, mailbox stores and fé Microsoft Exchange Information Store Manages t...

public folder stores on this computer are

. 5 st Microsoft Exchange Monitoring Allows appl...
unavailable, If this service is disabled, H 2
any services that explicitly depend on it £ Microsoft Exchange POP3 Provides P...
will fail to start, £+ Microsoft Exchange Service Host Provides & ... Starte
£ Microsoft Exchange System Attendant Forwards d... Starte
‘. Microsoft Exchange Transport The Micros..,  Starte
‘. Microsoft Exchange Transport Log Search Provides re... Starte
. Microsoft Fibre Channel Platform Registration Service Registers t...
, Microsoft iSCSI Initiator Service Manages I...
{.: Microsoft Software Shadow Copy Provider Manages s... Starte
" Multimedia Class Scheduler Enables rel...
. Net.Tcp Port Sharing Service Provides a...
£ Netlogon Maintains a... Starte
. Network Access Protection Agent The Metwo... _ILI
| | »

1] | 2|, Extended 4 Standard 7
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10) Open the Exchange System Manager and expand the explorer tree until you can see
that all information has been successfully restored.

Exchange Management Console T

=lof4]
File Acton View Help

£3 Microsoft Exchange £F Mailbox - demo.local 1 object | Actions
[#] |sis Organization Configuration

[ :
[ 3 Server Configuration [ Create Filter

2 R t Configurati R, Modify the Maximum Num...
B35 :;; e Display Name + | Alias | Redpient Type Details | Primary SMTP Address fy
lailbox 2ECipier 8

o i Find...

£2 Distribution Group Elohn Smith jsmith User Mailbox jsmith @demo.local @

L=l Mail Contact L3 New Maibox...

3 Disconnected Mailbox =

i1 Toolbox = Exportlist...
View 4

|6l Refresh
ﬂ Help

) Disable

/4 Remove

C»;i Move Mailbox...

UB Enable Unified Messaging. ..
ﬂ Manage Send As Permissi...
) Manage Full Access Permi...
D Properties

Ei Help

12.2 Restoring Microsoft Exchange 2003 to Alternate Machine

In the event that the Exchange 2003 server is not available to perform a restore the
following actions will allow you to restore the data to an alternate machine.

IMPORTANT INFORMATION REGARDING EXCHANGE 2003 RESTORE

A. The recovery server must be installed in a different Active Directory (AD)
forest than the original server.

The target Exchange server for the restore must be the same version

and service pack as the Exchange server that was backed up.

B. The Organization name, the administrative group name, the Storage groups
and their stores, and the file locations must be the same as on the original
server. If the organization name and/or the administrative group name is not
the same, you can use a tool called "legacydn”. The tool can be found on the
service pack CD in the directory \server\support\utils\i386\LegacyDn. Read
the text file that comes with the tool for more information. If you use this tool
to rename, you may have to restart "Exchange System Manager".

e By default, the installation of Exchange 2000 / 2003 server creates the
mailbox and public folder stores. These are normally called "Mailbox
store (SERVER_NAME)", "Public folder store (SERVER_NAME)". Make
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1)

2)

3)

4)

5)

6)

sure the recovery server has the same store names as the original
server. You can rename the stores using "Exchange System Manager":
Right-click on each store and select rename. If the location of the
database directories and log file directories is not the same as on the
original server, change it here at this stage.

Dismount all the stores. Right click on each store and locate the database and
streaming database locations. Using Windows Explorer, delete all the files from these
directories.

Using "Active Directory users and computers" right click on the users, and select
"Exchange tasks" > delete mailbox (remember all these actions are to be performed
on a test/lab server).

In "Exchange System Manager" click on the server and in the left pane right click on
each storage group and select "Properties". This gives you the location for the logs.
Delete them using Windows Explorer.

Mount all the stores. Ignore the warning for the missing database files and click "Yes"
on it. If you get any errors mounting the stores, resolve them before going further.
Usually if you had to rename stores or organizations, you have to restart all Exchange
services. At this point you should be able to mount all stores without any problems.
Right click on each store, select "Properties" and click on the "Database" tab. Select
"This database can be overwritten by a restore" checkbox.

Install the K B Data Saver PRO client on the new Exchange server. Use your existing
client login and password from the old exchange server. (Note you will need to call

your service provider to reset the hardware cookie for the new server.)

After logging into the K B Data Saver PRO client you will be able to restore the data
following the instructions listed in section 12.1 of this guide.
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12.3 Mailbox Recovery

1) Create an Active Directory user account, but do not mailbox-enable the user account.
None of the naming for the account needs to match the account that was previously
linked to the mailbox.

2) In Exchange System Manager, locate the Mailboxes object under the database object,
and then right-click the Mailboxes object to run the Mailbox Cleanup Agent. In the
Mailboxes list, make sure that a red X is displayed next to the mailbox that you want
to recover. This indicates the mailbox is not connected to an Active Directory user.

3) Right-click the mailbox that you want to recover, and then click Reconnect. A list of
Active Directory accounts is displayed, and you can connect the mailbox to the
account that you just created for the mailbox.
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13. PERFORMING INITIAL BACKUP

13.1 Backup data to local path/USB Drive:
1) Click UTILITY in the K B Data Saver PRO GUI

2) Selected radio button of Perform an initial backup
Utilities Wizard |

Utilities

& Perform an Initial Backup;

{7 Add a Metwark Drive

{" Delete Data

Cancel

3) Click Next button
4) Selected ratio button of Local Path
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Utilities Wizard |
Utilities

Initial Backup Settings

% Local Path {7 1UNE Path
LG Path IWIEI.&?.?.&?RI:-at
Uzername Ialiu
Pazzword I
Damain Iu:n

5) Input/Browser a local path/USB Drive, clicking New Folder to create new folders

Utilities Wizard |
Utilities
Initial Backup Settings

{* Local Path = UNC Path
ID:HZS B
LING Path Imn.é?.?.a?mat
zername Ialiu
Pazsword I
Cromain Iu:n
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6) Click OK, it will pop up message of “success to set cache path !”
MESSAGE X

B
Tt

success to set cache path !

0K

7) Select the File/Directories you wish to backup by checking off the boxes next to the

file/directory
8) To perform an On the fly backup click Backup Now
9) Transfer data to MSP
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14. UNINSTALLING K B DATA SAVER PRO

14.1 To uninstall K B Data Saver PRO use the built-in “Uninstall Utility”

1) Click Start > All Programs > K B Data Saver PRO > Uninstall K B Data Saver PRO.
2) Click the Uninstall button as shown below.
3) When prompted to restart, click OK.

% Pro Uninstall M= E

Welcome to the Pro uninstall wizard.

This wizard will quide you through the uninstallation of Pro.

Before starting the uninstallation, make sure Pro is not
running.

Click Uninstall to start the uninstallation.

Uninstaill I Cancel
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15. SUPPORT

For technical support of your K B Data Saver PRO application please email or call K B Data Saver
technical support at the following address so we can ensure you get the fastest possible response:

Email: support@kbwd.com
Phone : (570) 922-4114
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